Introduction
Malware forensic analysis provides the ability to analyze and understand the operation of
malicious code (Trojans, viruses, rootkits, etc.) to assess the damage caused and assess the
intentions and attacker capabilitie (Or-Meir et al., 2019). Knowing the structure, operation,
and interaction of malware will provide valuable information, not only for the design and
development of countermeasures effective but also to help identify the source of an attack
and assess the detection capacity of the organization's systems at the time of taking the
necessary and appropriate response actions.
Two malware analysis procedure are followed in this paper. The static analysis that involves
analyzing malware at rest incorporates tools including virustotal, PEview, PEStudio, PEiD,
and strings.exe. Dynamic analysis involves analysis while the malware executes. The tools
involved include Wireshark, ProcMon, Process Explorer, Regshot, and Fakenet.
Static analysis
Virustotal
The file was uploaded to the virustotal.com to check if the malware was malicious or not. 53
out of 69 antivirus engines flagged the file as malicious as shown in the figure below

The following hash values were identified
MD5 ff7276155e0641b40dfc36e1cf315d70
SHA-1 2fd07b03fda2bf8bc43cd9ea9446ea40aa10b24a
SHA-256 1679b086f649d92456b2f60028fe3be7169e955830319e7f68063ab76379a37e

From the figure above it is also identified that the file type is win32 EXE and its size is 4.83
MB. The PEiD packer indicates that the file is packed.
The file makes some network communication as it contacts 5 domains, 2 URLs, and 6 IP
addresses as shown in the figure below

PEiD
Since virustotal.com indicated that the file is packed, PEiD was used to confirm that. It was
identified the malware is packed with Borland Delphi 6.0 - 7.0 as shown in the figure below

Strings
The strings of interest are as shown in the figure below

PEView
PEView was used to gain the header information of the malware. It was identified that the
malware Time Date Stamp was 1992/06/19 Fri 22:22:17 UTC. The malware runs in 32 bit
machine as shown in the figure below.

The malware has the following imports

PEStudio
This tool was used to gain more information about the malware. The information gathered
includes the indicators, the virustotal flags, and strings. Similar strings as indicated by the

strings.exe tool was identified. There were a total of 81 indicators of comprise, as shown in
the figure below

Dynamic analysis
Dynamic analysis involves the analysis of the malware while the program is running. It uses
different tools in the process, including procmon, process explorer, and regshot, which are all
run before the malware is run (Ucci et al., 2019). Stimulation of the network by fakenet
makes the malware run so that the analyst comprehends the analysis of what it does in the.
Malware is also analyzed through regshot in the registry files, where the shots are taken
simultaneously and compared. When the malware is run, a graphical user interface pops as
shown in the figure below

Regshot
This tool allows an analyst to take two snapshots of the registry. The first snapshot is takes
before the malware is executed and the second is taken after the malware is executed. The
comparison of two snapshots helps the analyst identify the changes the malware makes in the
registry, giving more indication as to what the malware is capable of, in case there is any files
that are dropped or modified.The malware accesses the registry and makes different actions
including deleting registry keys, adding values, and modifying values. There was a total of
221 changes made on the registry as shown in the figure below

Comparing the two snapshots, it was identified that the malware accesses the Current User
Hive.
Process Explorer
Process Explorer tool gives access to the information when the malware executes. It offers a
range of functionalities that are important to analyze the file (Chakkaravarthy et al., 2019). It
was identified that the malware initiates a child process and then it kills the parent process.
The child process was running with PID 5436. The color in the tool indicated that the
malware is its process and is not packed. When verifying the signature, it was identified that
the malware did not have any signature assigned to it as shown in the figure below. It means
that the file has a malicious activity.

Procmon
This tool shows the real-time process activities, registry, and file systems. Similar to other
malware dynamic analysis tools, ProcMon was executed before malware execution. The
malware was filtered using the PID from process explorer and analysis was done to check the
registry activities, file activities, and process/thread activities. After filtering the activities, it
was identified that the malware’s parent PID is 6492 as shown in the figure below. The
malware accessed different files including

Wireshark
Wireshark was used to analyze the communication of the malware. It was identified that there
is a traffic communication between the source, 10.0.2.15, and the destination, 69.42.215.252.

It initiates a http get method when it gets the dynamic DNS and sends to
http://freedns.afraid.org/ as shown in the figure below.

Conclusion
The malware analysis presented in this paper has involved static analysis, dynamic analysis,
and reverse engineering. The static analysis helped to gather information about the malware
when it was at rest. The hash values, flags from antivirus engines, the header information,
and the strings of interest are some of the information gathered from the static analysis.
Dynamic analysis was used to gather more information about the malware. In the dynamic
malware analysis, the malware was analyzed while running. Before its execution, the
corresponding tools including regshot, ProcMon, Process explorer, fakenet, and Wireshark
were set. The process explorer and procmon helped to know that the malware created a child
process and then killed the process. It was also identified that the file did not have the
signature but had the company name, and the path, confirming that it is a suspicious file from
a legitimate organization. The regshot helped in getting the two snapshots of the registry, one
before execution and one after malware execution. Therefore, it can be concluded that the file
analyzed contains a trojan spyware which creates a child process that kills the original file
when run. The malware collects user information and sends it to http://freedns.afraid.org/.
To remove the malware, follow the following steps
1. Start the PC in safe mode by opening system configuration, navigating to boot and
then safe boot.
2. Show hidden files and folders from control panel
3. Remove all files from startup since it may contain autorun apps with trojans

4. Modify regedit file in the folder RUN
5. Clean the Temp folder
6. Start windows normally
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