Introduction

Malware forensic analysis provides the ability to analyze and understand the operation of
malicious code (Trojans, viruses, rootkits, etc.) to assess the damage caused and assess the
intentions and attacker capabilitie (Or-Meir et al., 2019). Knowing the structure, operation,
and interaction of malware will provide valuable information, not only for the design and
development of countermeasures effective but also to help identify the source of an attack
and assess the detection capacity of the organization's systems at the time of taking the
necessary and appropriate response actions.

Two malware analysis procedure are followed in this paper. The static analysis that involves
analyzing malware at rest incorporates tools including virustotal, PEview, PEStudio, PEID,
and strings.exe. Dynamic analysis involves analysis while the malware executes. The tools
involved include Wireshark, ProcMon, Process Explorer, Regshot, and Fakenet.

Static analysis

Virustotal

The file was uploaded to the virustotal.com to check if the malware was malicious or not. 53

out of 69 antivirus engines flagged the file as malicious as shown in the figure below

53 ) (D) 53 security vendors and 1 sandbox flagged this file as malicious
1679 2456b2600287e3be7169e95583031927168063ab76379a37e 4.63MB 2021-12-3116:24:46 UTC
bob: g o ntime-modul
x

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

The following hash values were identified

MD5 ff7276155e0641b40dfc36e1cf315d70

SHA-1 2fd07b03fda2bf8bc43cd9ea9446ea40aalOb24a

SHA-256 1679b086f649d92456b2f60028fe3be7169e¢955830319e7f68063ab76379a37¢



Basic Properties

MDS5 ff7276155e04641040dfc36e1cf315d70
SHAA1 2fd07b03fdazbf8bcd43cdPea?44b6ea40aa10b24a
SHA-256 1679b0861649d92456b2160028fe3be7169e955830319e71680463ab7637%a37e
Vhash 04460866d5c0d5c05156550316224123221321035223240305bz
Authentihash  0f3320d3dbdb717b5Tb287667264e346487899addb592d1af902b2ad647Tb%a
Imphash 332f7cebdbead0adfb3disi47033aabe?
SSDEEP 98304:8nsmtk2aMN+hfTKQGEpz3xjlZwZC2vIhdOé6qTrELWRxMjuAAPgg/ut? OQRIAMISIX:5 LM +hfzzxUJhd OLTrELWRxNjuAAPgg/F
ILSH TIBD2ASBE1BDA144462CE131630783DEATBAPFFADADIBI4478B529EF9582F323C708E9557
File type Win3z2 EXE
agic executable for MS Windows (GUI) Intel 80386 32-bit
TriD Win32 Executable Borland Delphi 7 (62.2%)
TriD Windows Control Panel ltem (generic) (18.4%)
TriD Windows ActiveX control (10.9%)
TriD InstaliShield setup (4%)
TriD Win32 Executable Delphi generic (1.3%)
File size: 4.63 MB (4858880 bytes)

PEID packer BobSoft Mini Delphi -> BoB / BobSoft

From the figure above it is also identified that the file type is win32 EXE and its size is 4.83
MB. The PEID packer indicates that the file is packed.

The file makes some network communication as it contacts 5 domains, 2 URLs, and 6 IP
addresses as shown in the figure below

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Contacted URLs [a]
Scanned Detections Status URL

2022-01-06 3/93 200 http://freedns.afraid.org/api/?action=getdyndns&sha=a30fa98efc092684e8d1c5cff797bcc 13562978

2021-12-31 0193 200 hittp:/ipki.googlgsrigsr.crt

Contacted Domains [a]
Domain Detections Created Registrar

xred.mooo.com 4790 2000-03-24 Domain.com, LLC

freedns.afraid.org 2190 1999-09-21 ENOM, INC.

pki.goog 0 /%0 2016-06-13 Charleston Road Registry Billable

docs.google.com 0/%0 1997-09-15 MarkMonitor Inc.

arc.msn.com 0/90 1994-11-10 MarkMonitor Inc.

Contacted IP Addresses ]
P Detections Autonomous System  Country

69.42.215.252 0/%0 17048 us

216.239.32.29 0/90 15169 us

224.0.0.252 0/%0

142.250.81.206 0/%0 15169 us

108.177.127.101 0/90 15169 us

20.82.209.183 0/%0 8075 IE

PEID
Since virustotal.com indicated that the file is packed, PEiD was used to confirm that. It was
identified the malware is packed with Borland Delphi 6.0 - 7.0 as shown in the figure below



B PEiD w095 — *

File: | C:\Users\Windows 10\DesktopFlyerSMT_HY_2'\FlyerSMT_HV\FlyerSM EI

Entrypoint: |0009ABS0 EP Section: | CODE =]
File Offset: [00099F80 FirstBytes: [5588,EC83 | > |
Linker Info: [2.25 Subsystem: [Win32GUI | > |

Borland Delphi 6.0 - 7.0

Multi Scan Task Viewer Options About | Exit |
v Stay on top ﬂ
Strings

The strings of interest are as shown in the figure below

El Administrator: Command Prompt

UnhandledExceptionFilter
RtlUnwind
: eption

TlsSetValue
TlsGetValue

iewOfFile
OpenFileMappinga
MapViewOfFile




PEView
PEView was used to gain the header information of the malware. It was identified that the
malware Time Date Stamp was 1992/06/19 Fri 22:22:17 UTC. The malware runs in 32 bit

machine as shown in the figure below.

0&, PEview - ChUsers\Windows10\Desktop'FlyerSMT_HV_2\FlyerSMT_HV\FlyerSMT_HV.exe - m}
File View Go Help

0000 |FxFH||xao

=- FlyerSMT_HV.exe ~ pFile Data Description Value
- IMAGE_DOS_HEADER 00000104 014C Machine IMAGE_FILE_MACHINE_|386
- MS-DOS Stub Program 00000106 0008 Number of Sections
= IMAGE_NT_HEADERS 00000108 2A425E19 |Time Date Stamp 1992/06/19 Fri 22:22:17 UTC

- Signature 0000010C 00000000 T

MAGE _FILE HEADER 00000110 00000000 Number of Symbals

- IMAGE_OPTIONAL_HEADER 00000114 00ED Size of Optional Header
- IMAGE_SECTION_HEADER CODE 00000116 818E Characteristics
IMAGE_SECTION_HEADER DATA 0002 IMAGE_FILE_EXECUTABLE_IMAGE
- IMAGE_SECTION_HEADER BSS 0004 IMAGE_FILE LINE_NUMS_STRIPPED
- IMAGE_SECTION_HEADER .idata 0008 IMAGE_FILE_LOCAL_SYMS_STRIPPED

- IMAGE_SECTION_HEADER 1ls 0080 _EILE_ ¥ SED_LO
IMAGE_SECTION_HEADER _rdata 0100 IMAGE_FILE_32BIT_MACHINE
- IMAGE_SECTION_HEADER reloc 8000 SED HI

- IMAGE_SECTION_HEADER .rsrc
- SECTION CODE
SECTION DATA
- SECTION BSS
-SECTION .idata
- SECTION tls
SECTION _rdata e

The malware has the following imports

Q§J PEview - C\Users\Windows10\Desktop'\FlyerSMT_HV_2\FlyerSMT_HV\FlyerSMT_HV.exe
File View Go Help

NOoOOO | EuFH||m==

=) FlyerSMT_HV .exe pFile Data Description Value
- IMAGE_DOS_HEADER 00030000 00000000  Import Name Table RVA
- MS-DOS Stub Program 00090004 00000000 Time Date Stamp
- IMAGE_NT_HEADERS 00090008 00000000 Forwarder Chain
- IMAGE_SECTION_HEADER CODE 0003D00C 00040964 MName RVA kemel32.dIl
- IMAGE_SECTION_HEADER DATA 00030010 000A0MICC  Import Address Table RVA
- IMAGE_SECTION_HEADER BSS 0009D014 00000000  Import Name Table R\VA
- IMAGE_SECTION_HEADER .idata 00090018 00000000 Time Date Stamp
- IMAGE_SECTION_HEADER tls 0003D01C 00000000 Forwarder Chain
- IMAGE_SECTION_HEADER. _rdata 00090020  O00DAOCCA  MName RVA user32.dll
- IMAGE_SECTION_HEADER. _reloc 00090024 00040290 Import Address Table RVA
- IMAGE_SECTION_HEADER. _rsrc 00090028 00000000  Import Name Table RVA
- SECTION CODE 0003D0z2C 00000000 Time Date Stamp
- SECTION DATA 00090030 00000000 Forwarder Chain
- SECTION BSS 00090034 000AOD10  Mame RVA advapi32.dil
= SECTION .idata 0009D038 000A02A4  Import Address Table RVA
0009D03C 00000000 Import Name Table RVA
MPORT Address Table 00090040 00000000 Time Date Stamp
MPORT Hints/Names & DLL Mames 0009D044 00000000 Forwarder Chain
- SECTION tls 00090048 000AODS0  Mame RVA oleaut32.dll
(- SECTION rdata 0003D04C 000A02B4  Import Address Table RVA
(- SECTION _reloc 00090050 00000000  Import Name Table RVA
(- SECTIOM _rsrc 0009D054 00000000 Time Date Stamp
00090058 00000000 Forwarder Chain
0009D05C 000AOD98  Mame RVA kemel32.dIl

0009D060 000A02C4  Import Address Table RVA

0009D064 00000000  Import Name Table RVA

0009D068 00000000  Time Date Stamp

0009D06C 00000000 Forwarder Chain

0009D070 000AODE4 MName RVA advapi32.dll
0009D074 000A02D8  Import Address Table RVA

PEStudio
This tool was used to gain more information about the malware. The information gathered

includes the indicators, the virustotal flags, and strings. Similar strings as indicated by the



strings.exe tool was identified. There were a total of 81 indicators of comprise, as shown in

the figure below

pestudio 9.20 - Malware Initial om [c p\flyersmt__2\flyersmt_| u]
file settings about
i1
= chusers\windows10\desktop\yersmt__2\fiyer [ indicator (1) detail level
o The file references string(s) type: blacklist, count: 282 1
T dos header (64 bytes) The file s scored by virustotal score: 53/69 ) 1
BN dos st (182 bytes) The file contains another file signature: executable, location: .rsre, offset: 0x000B3614, size: 4087206 1
N The file contains another file signature: executable, location: rsrc, offset: 0x00499418, size: 15360 1
+ file-header Jun1592) The file contains another file signature: PKZIP, location: .rsre, offset: OxOD49DTBS, size: 18387 1
+ optianal-hesder (GU) The file imports symbel(s) type: blacklist, count: 19 1
S directories 5) The file references a URL pattern wrl 127001 1
> sections (files) The file references a URL pattern ¢/ freedns.afraid.org/api/Tac B4e8d 1 c5cffT Ba| 1
s (12) * The file references a URL pattern docs.google.com/uclid ESVIVSOGIEVGxU downl 1
] functions (161) * The file references a URL pattern www.dropbox.com/s/nlwip8gcbjzolsg/SUpdate.inizdi=1 1
The file references a URL pattern red siteS0.net/syn/SUpdate.ini 1
-0 The file references a URL pattern docs.google.com/uc f5VzUyaHFYVKCx eFkBiexp 1
= The file references a URL pattern wwrw.dropbox.com/s/zhp1b0Bimehwylq/Synaptics.rar?di=1 1
£ resources (executable) * The file references a URL pattern red site50.net/syn/Synaptics.rar 1
abe strings (28367) The file references a URL pattern url: https://docs.google.com/uc FSTmIVYIohSDg STz 1
= The file references a URL pattern url: https://www.dropbox.com/s/fzj752whr3ontsm/SSLLibrary.dli?dl=1 1
- The file references a URL pattemn url: hittp://xred.siteS0.net/syn/SSLLibrary.dil 1
version (1.0.0.0) The fill references file extensions like a Ransomware | Wiper 3 1
The file references a URL pattemn url: 2000 1
= The file contains another file signature: unknown, location: .rsre, offset: 0x000B35C0, size: 68 2
The file contains another file signature: Delphi, location: .rsrc, offset: 0xD00B3604, size: 16
The file contains another file signature: unknown, location: .rsrc, offset: 0x00499414, size: 3
The file contains another file signature: Delphi, location: .rsrc, offset: 0xDB43D018, size: 1612
The file contains another file signature: Delphi, location: .rsrc, offset: 0xDD4SD664, size: 339
The file-ratio of the resourcefs) is high ratio: 85.46 %
The fill references blacklist library(ies) count: 3

Dynamic analysis

Dynamic analysis involves the analysis of the malware while the program is running. It uses
different tools in the process, including procmon, process explorer, and regshot, which are all
run before the malware is run (Ucci et al., 2019). Stimulation of the network by fakenet
makes the malware run so that the analyst comprehends the analysis of what it does in the.
Malware is also analyzed through regshot in the registry files, where the shots are taken
simultaneously and compared. When the malware is run, a graphical user interface pops as

shown in the figure below

FCODE :

] @st Il

W

T
e LE matching | B Turp QNun o gsm

FlyerSHT V2.0

W. Mame  Type X ¥ z A Val Feeder State *
712 RC1 402 41651 106,543 12.0  00.00 402 2]
713 RC_1 402 41651 110,248 120  90.00 402 5H
Enae 714 RC_1 402 44222 108471 12.0  360.00 402 B
715 RC_1 402 39.222 108.471 12.0  360.00 402 5H
716 FC_1 402 23.895 108617 12.0  360.00 402 5
sgmng 717 RC1 402 21,295 103617 12.0  360.00 402 2]
718 RC_1 402 14.923 098.745 120 270,00 402 5
) 718 RC_1 402 14.923 101.346 12.0  270.00 402 2]
Fx’w”‘m“ 720 RC_1 402 14.923 103.946 12.0  270.00 402 5H
721 RC_1 402 25.194 06.717 120  360.00 402 5
@Em 722 RC1 402 22584 96717 12.0  360.00 402 2]
723 RC_1 402 17.395 96.717 120  360.00 402 5H
724 RC1 402 14.795  9A.717 120  360.00 402 2]
725 RC_1 402 12.194¢ 96.717 120  360.00 402 5H
726 RC_1 402 15,994 06.717 12.0  360.00 402 5 ;EE g:ﬁ: Mstatic Coter | RQzoom | Bcapture
RUN 72T RC_1 402 10,423  98.845 12,0 270.00 402 S5# 9P Camera DDynamic
728 FC_1 402 19.423 101546 12.0 270,00 402 5
OFAUSE 729 RC1 402 10,423 104.245 12.0  270.00 402 2]
7N RO AND 10492 1Nk OAR 17N 0NN AnD X1 hd
&
@STOP Connect the controller...
Link error
STEP Read mcu thread run. ..
5
Work message
ach <

DX:0. 000 D¥:0.000 This time use:0Sec

Qe @

Coordinate QMM OMN OMN

File:0.H3 2022-01-07 23:48



Regshot

This tool allows an analyst to take two snapshots of the registry. The first snapshot is takes
before the malware is executed and the second is taken after the malware is executed. The
comparison of two snapshots helps the analyst identify the changes the malware makes in the
registry, giving more indication as to what the malware is capable of, in case there is any files
that are dropped or modified. The malware accesses the registry and makes different actions
including deleting registry keys, adding values, and modifying values. There was a total of
221 changes made on the registry as shown in the figure below

7 ~res-x64 - Notepad - o x
File Edit Format View Help

: HKU\S-1-5-21-2881364252-1438397395-3132659045-10802_Classes\lLocal Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.Windows.SecHealthUI_cwSnlh
| HKU\S-1-5-21-2881364252-1438397395-3132659045-1002_(Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.Windows.SecHealthUI_cwonlh
|HKU\S-1-5-21-2081364252-1438397395-3132659045-1002_Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.Windows.SecHealthUI_cwSnlh
HKU\S-1-5-21-2081364252-1438397395-3132659845-1002_Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.Windows.SecHealthUI_cwSnlh
HKU\S-1-5-21-2081364252-1438397395-3132659845-1002_Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.Windows.SecHealthUI_cwSnlh
HKU\S-1-5-21-2081364252-1438397395-3132659845-1002_Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.Windows.SecHealthUI_cwSnlh
HKU\S-1-5-21-2081364252-1438397395-3132659845-1002_Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.Windows.SecHealthUI_cwSnlh
HKU\S-1-5-21-2081364252-1438397395-3132659845-1002_Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.Windows.SecHealthUI_cwSnlh
HKU\S-1-5-21-2081364252-1438397395-3132659845-1002_Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\lcsilwpApp_Bwekyb3d8bbwe\HAM\AUI\App
HKU\S-1-5-21-2081364252-1438397395-3132659845-1002_Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\lcsilwpApp_Bwekyb3d8bbwe\HAM\AUI\App
HKU\S-1-5-21-20881364252-1438397395-3132659045-1002_Classes\Local Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx: ©1 0@ 00 90 05 00 00 00 @3 00 00 00 @3 00 00 00 @
HKU\S-1-5-21-20881364252-1438397395-3132659045-1002_Classes\Local Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx: ©3 0@ 00 00 01 00 00 00 @5 00 00 00 03 00 00 00 @
HKU\S-1-5-21-20881364252-1438397395-3132659045-1002_Classes\Local Settings\Software\Microsoft\Windows\Shell\BagMRU\1\MRUListEx: ©1 ©0 ©0 00 ©3 00 00 0@ 04 00 00 00 02 00 00 00
HKU\S-1-5-21-2081364252-1438397395-31326590845-16802_(Classes\lLocal Settings\Software\Microsoft\Windows\Shell\BagMRU\1\MRUListEx: ©3 00 @ 86 84 0@ 00 6@ 91 @@ 00 00 02 e o6 @8
HKU\S-1-5-21-2081364252-1438397395-3132659845-1802_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\MinPos1920x95@x96(1).x: @xFFFF330a
HKU\S-1-5-21-2081364252-1438397395-3132659845-1802_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\MinPos1920x95@x96(1).x: @xFFFFFFFF
HKU\S-1-5-21-2081364252-1438397395-3132659845-1802_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\MinPos1920x95@x96(1).y: @xFFFF830a
HKU\S-1-5-21-2081364252-1438397395-3132659845-1802_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\MinPos1920x95@x96(1).y: @xFFFFFFFF
HKU\S-1-5-21-2081364252-1438397395-31326590845-1002_(Classes\local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos19: (1).left:
HKU\S-1-5-21-2081364252-1438397395-3132659845-1802_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos192@x950x96(1).left: @x0AB001A9
HKU\S-1-5-21-2081364252-1438397395-3132659845-1802_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1920x95@x96(1).top: @xBO0BEAG2
HKU\S-1-5-21-2081364252-1438397395-3132659845-1802_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1920x95@x96(1).top: @xBAOBRA3E
HKU\S-1-5-21-2081364252-1438397395-3132659845-1802_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1920x95@x96(1).right: Bx0880828C
HKU\S-1-5-21-2081364252-1438397395-3132659845-1802_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1920x95@x96(1).right: Bx08808435
HKU\S-1-5-21-2081364252-1438397395-3132659845-1802_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos192@x95@x96(1).bottom: @xBOABB1BF

5-

HKU\S-1-5-21-2881364252-1438397395-3132659045-1002_Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags\AllFolders\Shell\WinPos1926x958x96(1).bottom: @xBE8EE1ED

Ln 423 Col 35 100%  Windows (CRLF) UTF-8

Comparing the two snapshots, it was identified that the malware accesses the Current User
Hive.

Process Explorer

Process Explorer tool gives access to the information when the malware executes. It offers a
range of functionalities that are important to analyze the file (Chakkaravarthy et al., 2019). It
was identified that the malware initiates a child process and then it kills the parent process.
The child process was running with PID 5436. The color in the tool indicated that the
malware is its process and is not packed. When verifying the signature, it was identified that
the malware did not have any signature assigned to it as shown in the figure below. It means

that the file has a malicious activity.



i Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-M7BIIGE\Windows10]

File QOptions View Process Find Users Help

CIEIEEEEIERY Yol el i 1]

Process CPL| = Private Bytes | WorkingSetf| FPID  Description Company Name Verffied Signer
5
B 7 System |dle Process BOK 8K o
=0 ] System <0.01 200K 140K 4
B ' Intemupts <0.01 0K 0K n/a Hardware Intemupts and DPCs
B | smss exe 1.060 K 856K 336
' Memory Compression 2072K 263508K 1412
B csms.exe 1548 K 444K 412
B wininit exe 1332K 572K 500
B " csrss exe <001 1632K 4564K 508
(= i ] winlogon exe 2440K 5216 K 564
u ' fontdrvhost exe 3740K B60BK 716
B dwm.exe 1.54 67.088 K 102636K 900
1=l 1 explorerexe <001 52724 K 134,168 K| 2972 Windows Explorer Microsoft Comporation (Verified) Microsoft Windows
G; SecurityHeatthSystray exe 1648K 8,760 K 5648 Windows Security notificatio... Microsoft Corporation (Verfied) Microsoft Windows
W# VBoxTray exe <0.01 235K 9804 K 5748 VirtualBox Guest Additions Tr... Oracle Corporation (Verffied) Oracle Corparation
@ OneDrive exe 18624 K 27752K 5816 Microsoft OneDrive Microsoft Corporation (Verfied) Microsoft Corporation
B " Regshotx64-ANS| exe 15814 K 11,360K 1628
5 procexp€d.exe <0.01 246K 41408K 1860 Sysintemals Process Explorer  Sysimtemals - www sysinter. .. (Verffied) Microsoft Comporation
(=] ¥ Procmon64.exe 4992K 16264 K 440 Process Monitor Sysintemals - www sysinter... (Verfied) Microsoft Corporation
# 7 Procmon64 exe <0.01 266,564 K 197676 K 5476
(= [0 FakeNet exe 4760 K 11,100K 2896
" conhost exe 6912K 18488K 3716
# ' ipconfig.exe 532K 226BK 5660
| GoogleCrashHandler exe 1728K 276K 5460
I z ._cache_FlyerSMT_HV exe 154 148220 K 29428 K 5436 FyerSMT REEERE (No signature was present in the subject) (RS#: EER2 I
L 5 Eacan TRt

Procmon

This tool shows the real-time process activities, registry, and file systems. Similar to other
malware dynamic analysis tools, ProcMon was executed before malware execution. The
malware was filtered using the PID from process explorer and analysis was done to check the
registry activities, file activities, and process/thread activities. After filtering the activities, it
was identified that the malware’s parent PID is 6492 as shown in the figure below. The

malware accessed different files including

= — n
& Event Properties - o X
| File Edit Event Filter Tools Options Help
ra

PHNEHIYAOI& # 2 | HnS e HE Prm Brom @

Time ... Process Name: FID Operation Fath Resuh Detal Date: 1/7/2022 11:45:33.7158342 PM

11:45. _cache_FyerS... 5436 E8Process Start SUCCESS Parert PID: 6492, Thread: 624

11:45... ¥_cache FiyerS.. 5436 <2 Thread Create SUCCESS Thread ID: 1400

11:45:.. T _cache_FiyerS.. 5436 «¥loadmage  C:\Users\Windows10\Desklop\FlyerSM... SUCCESS Image Base: Ux4f( Class: Process

11:45; _cache_FyerS. 5436 2loadmage  C:\Windows"System32'ntdll di SUCCESS Image Base: (x7c Operation: Process Start

11:45... ¥ _cache_FyerS.. 5436 cPloadmage  C:\Windows\SysWOW64\rdl.dl SUCCESS Image Base: 0x76F

11:45: _cache_FyerS.. 5436 s CreateFile C:\Windows\Prefetch\._CACHE_FLYE.. NAME NOT FOUND Desired Access: G Result: SUCCESS

11:45. cache_FyerS... 5436 [ RegOpenKey  HKLM\System'\CureniConirolSef\Cortr... REPARSE Desired Access: Q. Path:

11:45. cache_FyerS... 5436 [ ReqOpenKey  HKLM\System\CumeniCorrolSet*Cortr... SUCCESS Desired Access: Q.

11:45.... 78 _cache_FyerS.. 5436 [B RegQueryValue HKLM\System'\CunreriCortirolSet\Cortr... NAME NOT FOUND Length: 80 Duration: 0.0000000

11:45:.. W cache FyerS.. 5436 [ RegCloseKey  HKLM\System\CumrentControlSet*Cortr... SUCCESS

11:45: _cache_FyerS.. 5436 [ ReqOpenKey  HKLM\SYSTEM\CurentControlSet'Con .. REPARSE Desired Access: Q | Parent PID: 5492 |

11:45:.. ¥ _cache_FiyerS.. 5436 [ RegOpenKey  HKLM\System\CumentControlSet\Contr... NAME NOT FOUND Desired Access: Q —_— 10\ Desktop\FlyerSMT_HV_2\FlyerSMT_HV\._cache_FlyerSMT_HV.exe"
11:45... ¥ _cache_FiyerS.. 5436 [ RegOpenKey  HKLM\SYSTEM\CumentControlSet'Con... REPARSE Desired Access: Q. Current directory: CAUsers\Windows10\DesktopFly erSMT_HV_2\FlyerSMT_ HIA
11:45. cache_FyerS... 5435 [ RegOpenKey  HKLM\System'CumeniCortrolSet*Cortr... SUCCESS Desired Access: Q. Environment: - -

11:45. cache_FiyerS... 5436 [ RegQueryValue HKLM\System\CumreniCortrolSet*Contr... NAME NOT FOUND Length: 24 —
| 11:45... T8 “cache_FiyerS.. 5435 [Bf ReqCloseKey  HKLM\System\CurentControlSetCortt... SUCCESS ALLUSERSPROFILE=CA\Programbata

11:45... ¥ _cache_FyerS.. 5436 fa Createfie C:\Windows SUCCESS Desired Access: E.. ‘APPDATA= C:\Users\Windows10\AppDataRoaming

11:45:.. "8 _cache_FyerS.. 5436 2loadmage  C:\Windows\System32wow64.dl SUCCESS Image Base: Bx7c. CommonProgramFiles=C:\Program Files (xB8)\Common Files
11:45... ¥ _cache_FyerS.. 5436 Ploadimage  C:\Windows\System32wow64windl  SUCCESS Image Base: O CommonProgramFiles(xB6)=CAProgram Files (x38)\Common Files
11:45. cache_FyerS... 5436 a Crectefie C:\Windows'System32wowbdlogdl  NAME NOT FOUND Desired Access: R CommonProgramW432=C:\Program Files\Common Files

11:45. cache_FyerS... 5436 s Createfie C:\Windows SUCCESS Desired Access: R COMPUTERNAME=DESKTOP-M7BIGE

11:45. _cache_FyerS... 5435 s QueryNamelnfo...C:\Windows SUECESS Name: \Windows ComSpec= C:AWindows\system32\cmd.exe

11:45... ¥ _cache_FyerS.. 5438 s CoseFile C:\Windows SUCCESS DriverData=C:\Wi 2\Drivers\D .

11:45:.. W cache FyerS.. 5436 [Bf RegOpenkey  HKLM\Software\Microsoft\Wow64'wg6  SUCCESS Desired Access: R FPS_BROWSER APP_PROFILE STRING=Intemet Explorer

11:45:.. "X _cache_FyerS.. 5436 [ RegQuenValue HKLM\SOFTWARE\Microsaft\Wow64\...NAME NOT FOUND Length: 520 FPS_BROWSER_USER_PROFILE STRING=Default

11:45... ¥ _cache_FyerS.. 5436 [ RegQuenyValue HKLMNSOFTWARE\Microsoft\Wow64\...SUCCESS Type: REG_SZ. Le HOMEDRIVE=C: -

11:45. —cache_FyerS... 5436 [ RegCloseKey  HKLM\SOFTWARE\Microsaft \WiowB4\... SUCCESS HOMEPATH-\Users\Windows10

11:45. cache_FiyerS.. 5436 ?loadmage  C:\Windows\System32wowbicpudl  SUCCESS Image Base: 0x76F LOCALARPDATA= C:\Users\Windows10\AppData\Local

11:45. cache_FyerS... 5435 [B RegOpenKey  HKLM\System\CunentConirolSet\Cortr... REPARSE Desired Access: Q. LOGONSERVER-\\DESKTOP-MTBIIGE

11:45... ¥ _cache_FyerS.. 5436 [ ReaOpenKey  HKLM\System\CunentCortirolSet:Cortr... SUCCESS Desired Access: Q NUMBER_OF PROCESSORS=1

11:45; _cache_FlyerS i HKLM\System'\ CurentCortirolSet*Cortr... SUCCESS KeySetIrformation OneDrivesCAUsers\Windows10\OneDrive

11:45:.. ¥ _cache_FyerS.. 5436 [ RegQuenyValue HKLM\System\CumentControlSet:Contr... NAME NOT FOUND Length: 80 0S=Windows NT

11:45: cache_FyerS.. 5436 [ RegCloseKey  HKLM\System\CumentControlSet®Contr... SUCCESS Path=C:\Wind 2 2Whb
11:45. _cache_FlyerS... 5436 [ RegOpenkey  HKLM\SYSTEM\CureniCorirolSet Con.. REPARSE Desired Access: Q. PATHEXT= .COM: EXE: BAT. CMD; VBS; VBE: J5; JSE: WSF: WSH: MSC
Showing 4,192 of 11,164,789 events (0.037%) Backed by virtual memory

Wireshark
Wireshark was used to analyze the communication of the malware. It was identified that there
is a traffic communication between the source, 10.0.2.15, and the destination, 69.42.215.252.



It initiates a http get method when it gets the dynamic DNS and sends to

http://freedns.afraid.org/ as shown in the figure below.

Mo. Time Source Destination Protocal  Length Info
3281 278.8085972 18.8.2.15 69.42.215.252 TCP 66 6B678 =+ 3@ [SYN] Seq=8 Win=65535 Len=8 M55=146@ WS=256 SACK_PERM=1
3282 279.112265 £9.42.215.252 16.8.2.15 TCP 60 80 » 68678 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=8 M55=146@
3283 279.112351 10.9.2.15 69.42.215.252 TCP 54 60678 = 38 [ACK] Seq=1 Ack=1 Win=65535 Len=@
3284 279.116038 10.9.2.15 69.42.215.252 HTTP 288 GET /api/?action=getdyndns&sha=a3@fa98efc@92684e8d1c5cff797bcch13562978 HTTP/1.1
3285 279.116488 ©9.42.215.252 16.8.2.15 TCP 6@ 8@ - 68678 [ACK] Seq=1 Ack=155 Win=65535 Len=@
3286 279.455448 ©9.42.215.252 16.8.2.15 HTTP 297 HTTP/1.1 280 OK (text/html)
3287 279.455584 18.8.2.15 69.42.215.252 TCP 54 60678 = 38 [ACK] Seq=155 Ack=244 Win=65535 Len=0@
3327 309.472689 69.42.215.252 16.6.2.15 TCP 6@ 80 -+ 60678 [FIN, ACK] Seq=244 Ack=155 Win=65535 Len=0
3328 309.472759 18.96.2.15 69.42.215.252 TCP 54 60678 = 38 [ACK] Seq=155 Ack=245 Win=65535 Len=0

Frame 3284: 288 bytes on wire (1664 bits), 288 bytes captured (1664 bits) on interface \Device\NPF_{A4815D42-371B-4DA7-9EBC-D37192671FCF}, id @
Ethernet II, Src: PcsCompu_fl:aS:cd (@8:0@:27:fl:a5:cd), Dst: RealtekU_12:35:02 (52:54:88:12:35:02)
Internet Protocol Version 4, Src: 18.8.2.15, Dst: £9.42.215.252
Transmission Control Protocol, Src Port: 68678, Dst Port: 8@, Seq: 1, Ack: 1, Len: 154
v Hypertext Transfer Protocol
GET /api/?action=getdyndns&sha=a38fa98efc@92684e8d1c5cfT797bcc613562978 HTTP/1.14\r\n
User-Agent: MyApph\rin
Host: freedns.afraid.orghrin
Cache-Control: no-cache\rin
\rin
[Full request URT: http://freedns.afraid.org/api/?action=getdyndns&sha=a3@faddefcdd2684e8d1c5cff797bccE13562978]
[HTTP request 1/1]
Response in frame: 3286

Conclusion

The malware analysis presented in this paper has involved static analysis, dynamic analysis,
and reverse engineering. The static analysis helped to gather information about the malware
when it was at rest. The hash values, flags from antivirus engines, the header information,
and the strings of interest are some of the information gathered from the static analysis.
Dynamic analysis was used to gather more information about the malware. In the dynamic
malware analysis, the malware was analyzed while running. Before its execution, the
corresponding tools including regshot, ProcMon, Process explorer, fakenet, and Wireshark
were set. The process explorer and procmon helped to know that the malware created a child
process and then killed the process. It was also identified that the file did not have the
signature but had the company name, and the path, confirming that it is a suspicious file from
a legitimate organization. The regshot helped in getting the two snapshots of the registry, one
before execution and one after malware execution. Therefore, it can be concluded that the file
analyzed contains a trojan spyware which creates a child process that kills the original file

when run. The malware collects user information and sends it to http://freedns.afraid.orq/.

To remove the malware, follow the following steps
1. Start the PC in safe mode by opening system configuration, navigating to boot and
then safe boot.
2. Show hidden files and folders from control panel

3. Remove all files from startup since it may contain autorun apps with trojans


http://freedns.afraid.org/
http://freedns.afraid.org/

4. Modify regedit file in the folder RUN
5. Clean the Temp folder

6. Start windows normally
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